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PATTERN BASED CLASSIFICATION OF FLIGHT TRAJECTORIES
AND ANOMALY DETECTION USING

UNSUPERVISED LEARNING MODELS

SUMMARY

This study aims to detect pattern based flight anomalies and classify flight trajectories
using a particular machine learning approach. Machine learning is the concept of
a machine’s ability to increase its performance on a specific task after training on
data. In the context of anomaly detection, unsupervised learning models prove very
useful because of their certain properties. In general, in machine learning applications,
the models are trained on X and Y data to differentiate X from Y by capturing
the latent properties among them, this is called supervised learning. In the case of
anomaly detection, the problem is that anomalous events are so rare they cannot form
their own dataset. Hence, the learning model can only train on the readily available
regular and non-anomalous data. This thesis proposes that, when an unsupervised
learning model, MLP autoencoder, trains and tailors itself to describe the regular,
non-anomalous data it will perform poorly on describing the irregular and anomalous
data. This poor performance will result in a distinguishably high reconstruction error.
Reconstruction error is a metric of how good the model is able to reproduce the given
input. Following this hypothesis, the flights are separated into 4 distinct groups or
classes: commercial, civil, rotary wing and military flights. The separation is done
to allow models to train on each class within their own context since a helicopter’s
flight would seem as an anomaly if the model is trained with a data that is biased
towards the flight characteristics of commercial flights. After being divided into
classes, the data is then goes under the progress of preparation. The data is stripped of
outliers and missing data, filtered to a form of single continuous flight trajectories and
scaled feature-wise to prevent a feature from dominating others in the training process
because the features involve flight parameters such as altitude, ground speed, vertical
speed, turning rate etc. along with positional and created derivative parameters. Using
these features and calibrating the autoencoder architectures in an iterative process, 4
different autoencoders are trained for each class. Then, a test set consisting of 188
different flights (47 flights for each class) is used to evaluate the performance of these
models. According to this measurement, the autoencoders have 66 percent accuracy in
4 class classification and 81 percent accuracy in two-class classification. Note that a
totally random classifier would have an accuracy of 25 percent in 4 class classification.
In the two class configuration, civil and commercial classes are merged as well as
rotary wing and military classes. Two class configuration is used to reflect the areas
where the autoencoders confuse, they mainly do a poor job when trying to differentiate
commercial flights from civil flights (civil flights include business jets). After training
4 separate autoencoders for distinct flight patterns, a threshold of reconstruction error
can be chosen to label flights as anomalous if their reconstruction error is higher than
that of the test set.
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GÖZETİMSİZ MAKİNE ÖĞRENMESİ MODELLERİYLE
UÇUŞ ROTALARININ ŞEKİL BAZLI SINIFLANDIRILMASI

VE ANOMALİ TESPİTİ

ÖZET

Bu çalışma gözetimsiz makine öğrenmesi yöntemlerini ve modellerini kullanarak
uçuş rotalarının şekil bazlı sınıflandırılmasını ve uçuşlarda anomali tespitini amaçlar.
Makine öğrenmesi, yapay zekanın bir alt disiplinidir. Yaygın tanıma göre, eğer
bir makinenin görev performansı o görevle ilgili verileri işledikçe artıyor ise,
makine öğrenmesi gerçekleşiyor denebilir. Makine öğrenmesi yöntemleri veri
tabanlı yöntemlerdir. Son yıllarda bu uygulamaların popüler olmasının sebeplerinden
biri de budur. Dünyada her saniye çeşitli sistemlerden milyonlarca veri üretilip,
toplanıyor. Bu veriler, çeşitli olgularla, insanlara ilk bakışta belirgin gelmeyen
ilişkiler ve korelasyonlar içeriyor olabilir. Bu tip uygulamalarla makine öğrenmesi
yöntemleriyle çeşitli görevlerde insan performansının üstüne çıkmak mümkündür.
Ancak bazen bu uygulamalar insanların tekrarlayan iş yükünü hafifletmek için de
kullanılabilir. Problemin doğasına bağlı olarak, bazı problemler insanlar için çok
kolay, makineler için çok zor iken, bazıları da tam tersi şekildedir. Bu uygulamaları
gerçeklemeyi başarabilmek kadar, hangi problemler için makine öğrenmesinin çözüm
olarak sunulabileceği üzerinde de düşünmek gerekir. Bu yöntemlerin gelişmesindeki
bir diğer etken ise, tüketici sınıfı elektronik donanımların bile artık çok güçlü
seviyelerde hesaplama yapabilme kapasitesine sahip olmasıdır. Makine öğrenmesi
aslında bir bağlamda açıkça modellenemeyen ilişkileri modellemeye yarayan, ilk
teorilerde ’algılayıcı’ adı verilen sistemler kullanır ve tamamıyla verilerle, yani
sayılarla ilgilenir. Bu nedenle çok fazla sayıda nümerik hesaplama yapmayı gerektirir.
Genel uygulamalarda, makine öğrenmesi modellerine X ve Y verileri ve bunlara
karşılık X ve Y etiketleri verilir. Modeller, bu veriler ve etiketler üzerinde öğrenme
gerçekleştirerek çok kompleks ve örtülü korelasyonları, ilişkileri ortaya çıkarır. Veri
ve ilgili etiket ile eğitim yapılan uygulamalara gözetimli öğrenme denir. Bu çalışmanın
kapsamında, gözetimsiz öğrenme yani etiketsiz bir öğrenme gerçekleştirildi. Bunun
sebebi de şudur; anomaliler doğaları gereği oldukça nadir gerçekleşen, genel normların
dışında kalan olaylardır. Bu nedenle anomalilerden ve normal olaylardan oluşan 2
ayrı veri setiyle, makine öğrenmesi modellerine ’normali’ ve ’anormali’ tanıtmak
pratik değildir. Çünkü normal veri setleri çok büyük iken, anomali verileri çok ufak
kalacaktır. Ayırca, kuraldışı olaylar yine doğaları gereği farklı formlarda ve çeşitlerde
gerçekleşebilirler. Ancak genele ait düzenli olaylar genelde belirli tip ve formdadırlar.
Bu noktada gözetimsiz öğrenme prensibinden yararlanılmalıdır. Gözetimsiz öğrenme
yöntemlerinde, modele neyi tanıyıp neyi tanımaması gerektiği dışarıdan müdahale
ile aktarılmaz, model veri üzerinde eğitilirken çıkarımlarını kendisi yapar. Böyle bir
model, düzenli ve genele uygun uçuşların olduğu bir veri ile beslenirse, bu düzenli ve
genel uçuşlar verilerini en iyi şekilde tanımak üzere kendini eğitecektir. Bu bağlamda,
verinin dağılımını ve doğasını tanımaya yarayan bir model olarak otokodlayıcılar
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kullanıldı. Otokodlayıcılar, yüksek boyutlu bilgiyi, düşük boyuta kodlayıp, daha
sonra bu düşük boyuttan tekrar orijinal boyuta deşifre edip, yeniden yapılandırmış
olurlar. Eğitim sırasında bu yeniden yapılandırma hatası bir yol gösterici olarak
kullanılır. Bu hatanın fonksiyonu, hata karelerinin ortalaması olarak modellenir
ve eğitim sürecinde optimizasyon algoritması bu fonksiyonun minimumunu bulmak
üzerine çalışır. Böylece, yüksek boyutlu bilgiyi düşük boyuta kodlayıp, yeniden
yapılandırmaya çalışan otokodlayıcılar, girdi olarak aldıkları veriler hakkında en
önemli ve karakteristik bilgileri algılamalaya zorlanmış olurlar. Tüm veri seti üzerinde
yüksek sayıda yinelenen bir eğitim yapıldığı zaman, artık otokodlayıcı o veri setini
en iyi şekilde temsil edecek şekilde iç katsayılarını ayarlamış olur. Bu şekilde
düzgün ve normal verilere ayarlanmış bir otokodlayıcıya, bu veri dağılımının dışına
düşen bir örnek verdiğiniz zaman, yeniden yapılandırma hatası yüksek olacaktır
bu sayede normal dağılıma ait olmayan uçuş verileri ayıklanabilecektir. Uçuşlar
bağlamında, FlightRadar24 verileri kullanıldı. Bu verilerde çoğunlukla ticari, tarifeli
uçuşlar, sivil uçuşlar ve az sayıda helikopter ve askeri uçuşlar bulunmaktadır. Tüm
bu veri seti üzerinde eğitebilecke bir otokodlayıcı, sayıları çok yüksek olduğu
ve genel hata fonksiyonunu düşürmeye çalıştığı için ticari uçuşları temsil etmeyi
öğrenecektir. Bu da, normalde kuraldışı olmasa da bir helikopter uçuşunun yüksek
yeniden yapılandırma hatasına sebep olabileceği anlamına gelmektedir. Bu sorunu
yaşamamak ve dağılım yakalamayı detaylandırmak adına, uçuşlar ticari, sivil, askeri ve
helikopter uçuşları olarak dörde ayrıldı ve her bir uçuş tipi için bir otokodlayıcı eğitildi.
Bu sayede, bir uçuş verisi bu 4 otokodlayıcıya girip, 4 farklı yeniden yapılandırma
hatası oluşturacak, hangi otokodlayıcı en düşük yeniden yapılandırma hatasını verirse,
uçuş sınıfı klasifiye edilmiş olacak. Anomali tespiti ise bir yeniden yapılandırma
hatası eşiği belirlenerek gerçekleşecektir. Bu eşiği belirlemek için literatürde çeşitli
yöntemler bulunsa da, optimal bir çözümü bulunmamaktadır. Bu bağlamda bu çalışma,
anomali tespit eşiği için kesin ve değişmez bir çözüm önermemektedir. Problemin ve
verinin doğasına göre, istatistiksel yöntemler kullanarak farklı eşikler belirlenebilir.
Bu çalışma özelinde en düşük hatayı veren otokodlayıcının, eğitim hatasının iki
katı eşik olarak seçilmiştir. 188 uçuştan oluşan test verisi üzerinde değerlendirme
yapıldığında, otokodlayıcılar uçuşları 4 farklı sınıfa ayırmada %66 isabet oranı ile
çalıştılar. Otokodlayıcılar, genellikle ticari uçuşları sivil uçuşlardan ve helikopter
uçuşlarını askeri uçuşlardan ayırmakta zorlandılar. Bu bağlamda, karışıklığın en
çok yaşandığı sınıflar birleştirilip 2’li sınıflandırma yapılınca isabet oranı %81
olarak hesaplandı. Anomali tespiti durumunu canlandırmak adına, simülasyonda
uçulmuş Ankara Esenboğa Havalimanına yaklaşma yapan bir F16 uçağının verileri
otokodlayıcılara koyuldu. Sivil otokodlayıcı en düşük yeniden yapılandırma hatasını
verse de, hatanın mertebesi test setindeki mertebelerden yaklaşık 10 kat daha büyük
olduğu için uçuş anomali olarak tespit edilmiş oldu.
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1. INTRODUCTION

Anomaly detection is an intriguing topic especially for systems that is of paramount

importance. Safety critical systems often require certain measures to detect the

possible abnormal events that may harm or alter the system. This need arises from the

fact that a possible problem or ’anomalous’ event in the system may cause a damage

of enormous magnitudes. The damage may be in the form of currency, value loss or

it can be an injured or dead person. It can also be a threat to national security or a

simple fraud. There is no limit on what a simple anomaly can cause in a matter of

seconds or in the long run. Hence, it is crucial to develop means to detect or predict

such irregular events. Anomalous events can sometimes be impossible to detect by

humans, due to the nature of the data and patterns. These kind of systems require more

advanced methods to monitor and analyze the existing data and knowledge. When

things are not trivial and require constant monitoring, machine learning applications

become very useful. A flight anomaly might be easily detected by a human, if the

anomaly is trivial and in an obvious pattern. But subtler anomalies require the analysis

of different parameters. Humans can also to this, but the work load and cost would

be tremendous. It is not very beneficial and productive for a human to do very

repetitive tasks. The definition of an anomaly is rather ambiguous. For example, a

helicopter’s flight might seem like an anomaly if the monitoring system is used to

commercial flights. Therefore, some sort of discretization is mandatory. Eventually,

to detect anomalies, the definition and identification of non-anomalous events must be

precise and homogeneous. That is why sorting the typical patterns into groups and

then looking for anomalies would be a very worthy approach.

1.1 Purpose of Thesis

This study’s aim is to develop a method to detect flight pattern anomalies by using

machine learning methods on flight data collected from FlightRadar24. The target of

the study is not to detect any flight anomaly, that is, possible anomalous flight events
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for individual aircrafts are not considered due to the lack of data. FlightRadar24

only provides positional and some dynamical data about the flights around the

globe. Therefore, the patterns of flights and certain flight parameters to describe the

characteristics of the flight and the aircraft itself are utilized to arrive at a decision

support model that can be used with flight radar data. This model may serve with

the purpose of detecting pattern based anomalies in flights that cannot be otherwise

detected by human experts.

1.2 Methodology

Before starting to design a model for this task, there are prior questions to be asked.

These questions will shed light on what should be expected as the result of this study

and how to progress to achieve the desired results. Any man-made model or supportive

system is designed to relieve the work load off of humans or simply to perform a task

better than humans. This arises two questions, how good are humans on detecting

flight anomalies and how good our model will be. Answering this question will help us

understand the role of this study’s model in the context of anomaly detection. Humans

are quite capable at pattern recognition [1]. Due to the working system of our brains

most patterns are very obvious and easy to detect, this is especially true when the

rules are also made by humans. The patterns of air traffic are usually predetermined

and there is not a lot of room for flexibility in terms of flight trajectories. Yet, some

flight parameters needs to be interpreted by statistical models to extract meaningful

knowledge. This is where a built model can provide usefulness over a human expert.

So, the proposed model from this study is not a system guaranteed to perform better

at the task of detecting anomalies, rather, it is a system that may help taking the work

load of constantly monitoring flight data off of humans.

1.3 Literature Review

1.3.1 Anomaly Detection in Aircraft Data using Recurrent Neural Networks

(RNN)

The problem addressed in this paper is the detection of anomalies in multivariate

time-series flight recorder data. This paper proposes an improvement over the Multiple
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Kernel Anomaly Detection (MKAD) which is based on a one-class SVM. The main

drawbacks of this algorithm is that it needs prior dimensionality reduction, it is not

sensitive enough for short-term anomalies and it is not capable of detecting anomalies

in latent space. The proposed method implements Recurrent Neural Networks

(RNN) with Long-Short Term Memory (LSTM) and Gated Recurrent Units (GRU) to

eliminate the drawbacks mentioned above. The authors claim that, unlike the MKAD

algorithm, their RNN based algorithm can be implemented on the flight deck for

real-time anomaly detection since it does not require any significant pre-processing.

The performance of RNN LSTM and RNN GRU algorithms are compared with

the performance of MKAD algorithm on a generated flight simulation data with 11

pre-defined anomalies. The proposed algorithms outperformed MKAD algorithm by

detecting 8 out of 11 anomalies in the test set, while the MKAD detected only 6 of

them. The authors wish to further their work by experimenting with different features

and architectures to be able to detect subtler anomalies [2].

1.3.2 Detecting Spacecraft Anomalies Using LSTMs and Non-parametric

Dynamic Thresholding

This paper proposes using an LSTM architecture to forecast timeseries of sensor

readings and then compare the real values with the forecast to detect anomalies. The

LSTM architecture uses a sequence length of 250 (i.e. uses 250 time-dependent

samples) to forecast and then measures the difference between the predicted samples

and real samples. If the difference is above a threshold, it is labeled as an anomaly. For

threshold, they used a non-parametric (i.e. does not have dependable variable) method

to create a threshold. The threshold is dynamic, meaning it changes based on the

characteristics of the timeseries being compared and the distribution of differences. [3]

1.3.3 Discovery of Abnormal Flight Patterns in Flight Track Data

This paper suggests implementing a 1-Class SVM (as in MKAD algorithm) to detect

abnormal flight patterns. 3D trajectory data (latitude, longitude, altitude) is used as

the features of this implementation. Three kernel functions for each feature, forms a

single combined kernel function to be optimized in 1-Class Support Vector Machine.

The optimization results in a non-linear decision boundary and anomalous flights are

negatively valued in the hyperplane. The magnitude of the negative values correspond
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to how unusual the examined flight pattern is. The method is quite similar to statistical

outlier detection and therefore has no means of deciding whether a detected anomaly

has operational significance or not. Hence, domain experts are expected to examine

the possible abnormal events and evaluate the situation. While this study provides

no means of fully automated anomaly detection, the algorithm’s test on LAX airport

approaches data has proved its importance as a tool in operational flight safety. The

authors plan to improve their work by increasing the test zone and introducing new

features [4].

1.3.4 Multiple Kernel Learning for Heterogeneous Anomaly Detection: Algo-

rithm and Aviation Safety Case Study

This paper uses kernel functions to develop an anomaly detection algorithm to be used

on flight data with the aim of preventing potential accidents. Kernel functions are

used on different flight parameters to compute the similarity among them by using

the length of Longest Common Subsequence (LCS). Then, the similarity measure is

used as a metric in the 1-Class Support Vector Machine to create a decision boundary

and classify anomalies. This algorithm works on both continuous and discrete data.

The performance of the algorithm is compared with two former algorithms, Orca

and SequenceMiner which work on point and sequential data respectively. The

performance is shown to be superior yet the detected anomalies require domain expert

examination to be classified as operationally significant [5].

1.4 Hypothesis

In real world and practical applications, distribution of data is almost never uniform.

This is actually a very useful knowledge when trying to apply machine learning

theory to a dataset. Uniform data has no distribution. In essence, it has an even

distribution across the span of the space. This uniformity provides no use because

to be able to correlate between two sets of information, there must be a distinction

in the distribution. Some distributions are more distinguishable than others, but in

higher level problems such as this one, the data distributions needs to be captured and

correlated by using more advanced and complex methods to extract a proper meaning

out of two seemingly irrelevant variable sets. Hence, in its core, data-driven machine
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learning models capture the data distribution and latent features to distinguish certain

events from the others. In this study the principle of unsupervised learning will be

used. Unsupervised learning is a principle that allows the machine learning model

to learn and capture the latent features of the data without any pre-existing labels or

classes of any form. This is required for anomaly detection applications due to the fact

that anomalies are quite rare and it not possible to form a dataset large enough to feed

and train the learning model. Therefore, the model must focus on capturing the regular

and readily available data and tailor itself according to describing it. The hypothesis

is, when the machine learning model customizes itself to describe the regular dataset,

it will do a poor job on describing data that is not from the regular distribution. Since

anomalies are not regular, this poor job or high error will alert us about the situation

and label the data as a potential anomaly.
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2. DATA EXPLORATION AND ANALYSIS

2.1 Data Collection

The flight data that is to be used in this study is taken from FlightRadar24. This is

a web-based service that allows for tracking flights real time. It collects flight data

mainly from ADS-B, MLA, FAA sources. The ADS-B recievers are mostly covered

by volunteers who upload data to the network. Thanks to this service, 120 days of

flight data with various flight and aircraft types is collected to be used in this study.

2.1.1 Scope and limitations

FlightRadar data comes with a set of features or columns. Some of these features

are operator or flight traffic related such as the name of the operator, squawk number,

radar ID etc. Some of them are dynamic flight parameters as expected, eg. latitude,

longitude, altitude, ground speed. The flight parameters are scalar values and

unsupervised learning methods can be used with them to capture their distribution.

The full flight parameter features are listed below:

Latitude, Longitude, Heading, Ground Speed, Altitude, Vertical Speed

These features are quite fundamental to flight characteristics yet they lack the ability

to fully describe the dynamics and characteristics of a flight. Nonetheless, there is

still an apparent distribution among them that our models can capture. The broadcast

period of the ADS-B is 8 seconds. The data has also defects (missing and misleading

samples), requiring to be diligently pre-processed before it can be used as a dataset to

train a model with.

2.1.2 Potential improvements

There are certain considerations that could potentially improve the success conditions

of this study regarding the nature of the collected data. Due to the lack of strongly

time-dependent features (eg. turning rate) some information of dynamics of the flights
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are not naturally collected and needs to be derived. Derivation of a feature or a

parameter from other parameters are not as efficient as naturally collecting data. Since,

a loss or shift would affect the derived parameters and propagate through features. Also

a higher data collecting frequency is almost always beneficial. If any change could be

made to improve the performance or success of this study, it should be made on the

detail and resolution of the data since our models do nothing but extracting available

knowledge out of the data.

2.2 Exploratory Data Analysis

EDA is typically done on datasets whose nature is not readily trivial or obvious to the

examiner. There are certain tools that can automate the process of EDA to show you

any possible correlation and information packages about the dataset. But it can also be

done fully custom as it is in the case of this study. To understand the data that we have,

there should be some ’interrogations’ made on the dataset. The process is usually goes

by the principle of trial-and-error until a set of useful relations or visualizations about

the data takes form. These kind of examinations are vital since they help understanding

the characteristics of the data thoroughly.

2.2.1 Flight parameters

As it is mentioned in previous chapters, there are only 6 parameters that is related to

the flight performance. To fully understand the nature of each parameter, a quick and

effective method is to look for the frequency distribution of the related parameter. In

figure 2.1, frequency distributions of several parameters are shown.

The importance of these graphs are that they provide an initial projection of the

potential biases that the trained model could have. For instance, if an unsupervised

learning model trains on the Altitude data of this dataset, it will have a bias towards

the cruise altitudes because of the higher frequency. Thinking unsupervised learning

models as a black box for now, it safe to say that they try to describe the data input

and produce a ’described’ output. The training is done by calculating an error of

correct ’description’ and configuring the model to have these errors decreased. The

higher frequency of the cruise level altitudes will influence the model more, simply

because the model will get updated for cruise data more times. Understanding this
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Figure 2.1 : Frequency distribution of some flight parameters

allows us to create reasonable expectations and predict the potential behavior of any

learning model. The normal distribution of the data is desired because it is quite

distinguishable and different level of values have different frequencies. So the aim

should be to use features that have a normal distribution if it possible. Note that normal

normal distribution is not mandatory for the data to be learned, but it makes the training

session a lot easier as it helps with the gradient descent. The frequency distribution of

the remaining parameters are shown in figure 2.2.

2.2.2 Multivariate timeseries

There is another consideration to be made about the nature of this data. Frequency

distribution considers all of the samples individually. But flight parameters are

considered as time series since each the value depends on previous ones. The time

series property of the flight data is an important factor to account for. There are

structural differences between models that account for time dependency and models

that does not. Although they both have their advantage and disadvantages, it is more

convenient to use models that take time dependency into consideration (eg. LSTM).
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Figure 2.2 : Frequency distribution of some flight parameters

2.2.2.1 Flight patterns

The anomaly detection criteria in this study is quite pattern based, therefore it is

important to adress the differences between a regular and irregular flight pattern

beforehand. A flight’s pattern is mainly discerned by the purpose of flight and the

aircraft type. For instance, a glider aircraft can follow a very proper pattern for

gliders, but that pattern would appear as an anomaly in the context of commercial

flight patterns. For that reason, there cannot be a single successful model that can

be trained on different sets distributions and differentiate anomalies in the context of

each distribution. To achieve this purpose, we should use models instead of a single

model to capture different distributions of the flight data. To do so, one must decide

the differentiating factor to divide the dataset into capturable and possibly non-uniform

distributions.

2.2.2.2 Deciding the classes

The main distinctive factor that separates patterns is the aircraft type. Aircraft type

is important because the altitude and speed profiles, turning rates are quite similar for

similar aircrafts. The second factor is the matter of what kind of air traffic regulations
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that the aircraft is subjected to. Two of these distinctions are usually go hand in hand,

because aircraft with the same types usually conduct the same missions. As an initial

and possibly trivial thought, dividing the flights into four different patterns can be

suggested. These are; commercial flights, rotary-wing flights, military flights and

civil flights. Commercial flights are pretty straight-forward in terms of flight patterns

and trajectory regulations. Although there is quite a room for commercial aircrafts

to stretch their trajectories or holding patterns, there are actually pre-determined

waypoints such as STARs, SIDs and airway entry points. Rotary wing aircrafts can

be both military and civil, but they have very distinctive features; flight performance

parameters. The altitude, speed and turning rate profile of rotary wing aircrafts are

very different from other types, therefore it should have its own class as it forms a

separate distribution in the dataset. Third class is military class, in FlightRadar24 data

the flights that can be classified as military are almost always military cargo planes.

This is also differentiates the characteristics of the flight from the rest of the classes

because military cargo aircrafts are usually very large and heavy, and their trajectories

are not subjected to commercial air traffic rules. These reasons are enough to separate

military class from the other classes. The last class is a bit of a mix since it includes any

aircraft and flight type that does not fall into former categories. But these flight sure

do have their distinctive features to make them a separate class. This class includes

gliders, firefighting planes and business jets. Aside from the business jets, the patterns

are of highly irregular nature. Due to that reason, it is accurate to assume that the

model will have the hardest time trying to learn from this dataset and this may result in

a poor performance specific for this class.

2.2.2.3 Dataset biases and defects

Every dataset has some sort of bias and a collection of defects. In this study’s

case, the flight data is inclined more towards commercial flights due to their high

frequency. Rotary winged aircraft flights and military flights have very small sample

size compared to the commercial flights simply because these flights get scheduled not

very often. In terms of defects, some common ones exist in our data such as missing

values, abnormally large values, recurring values etc. Trajectories that have missing

values over a certain threshold are omitted, trajectories that have abnormally large

values are kept but those values are erased, recurrent values are left untouched, due to
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their rarity they hold no significant effect on the performance or the learning process

of the models.
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3. DATA PREPROCESSING AND PREPARATION

3.1 Feature Engineering

Feature engineering is the process of deciding the optimal features to use for training.

This process involves certain methods to select or derive features as it can also be done

with a fully individual approach like in this study. Feature selection is actually an

iterative process, there is no clear cut answer to what features to use, rather there are

assumptions based on the distribution and the correlation of the features. Generally,

inter-correlated features are not preferred to be used in the same training set. Because

if there is strong correlation, it just becomes similar to a linear transformation which

brings no additional knowledge to the table. It may even have ill effects computing

load and the performance of the model due to increased dimensionality (see 3.1.2).

3.1.1 Features to use: flight characteristics

There are 6 fundamental features in our data, which are:

Latitude, Longitude, Heading, Ground Speed, Altitude, Vertical Speed

As it is mentioned before, there is still room for improvement in terms of a better

description at the flight characteritics. Mainly, parameter derivatives are required since

they reflect time related behaviour to a degree. Some parameters may need a second

derivative (positional parameters, eg. latitude). The first and second derivative of

positional parameters are closely related to the speed and its derivative, yet they differ

in turning situations. Taking these into consideration, a new set of features can be

formed as follows:

Latitude, Longitude, Heading, Ground Speed, Altitude, Vertical Speed, Latitude Dot,

Latitude Dot Dot, Longitude Dot, Longitude Dot Dot, Ground Speed Dot, Heading

Dot

3.1.2 Dimensionality tradeoff
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The curse of dimensionality refers to the increasing complexity and scarcity of a

sample space when the dimensions of the space increase [6]. When a deep learning

model tries to capture a distribution or draw a decision boundary, the number of

samples vs the number of possible samples (sample space) matter a lot. An example

to illustrate this principle can be given; Assume that you have 3 features that have a

scalar value and range from 0 to 10 and 150 samples. This means that you sample

space has 1000 unit cube of available space and 150 units of space is already filled.

This corresponds to the 15% of total space. But if you increase the dimension by one

by adding a feature, your available space instantly becomes 10000 unit cube. It means

the samples now covering only 1.5% of the available space. This is where the phrase

’curse’ comes from. The existing data become more sparse as you add features and

this makes it harder for the model to capture that thin distribution or create a decision

boundary in that large space. This effect is countered by another one, which is known

as the blessing of non-uniformity. This is a simple naming of the fact that practical

data distributions are almost always non-uniform. Meaning, even though your data is

very sparse compared to the available space, it is dense in certain areas and therefore

easier to capture or to create a decision boundary around. To round up, it is wise to

give it a detailed thought before adding a feature to the dataset, because it comes with

a tradeoff. Hence, features mentioned above are deemed to be useful to the training but

this might prove wrong because of the number of newly derived and added features.

3.2 Data Filtering

3.2.1 Raw to meaningful: filter and compose

Flight samples in this dataset does not come with a proper back-to-back arrangement.

Meaning, the ADS-B reciever collects data whenever an aircraft transmitter broadcasts.

So, the flight trajectories must have a single time-series form. To separate flights into

their own trajectories, the method of separating must be decided. The FlightRadar24

data has some informations regarding the flying aicraft. These are registration

numbers, tail numbers, operating airlines, squawks, callsigns and flight numbers along

with timestamps. As a first attempt at separating the flights, registration numbers can

be used. But this has its own problem, it does separate the aircraft but does not separate

the flight legs. After giving it a thought, it is obvious that this may be true for all the
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classifying parameters, yet the best one to sort the flights is flight number. Flight

number is very useful for commercial and civil flights because they are more regularly

planned. But rotary wing and military flights need some other parameter that is given to

every flight. Flight number is more inclined to commercial side of the aviation yet the

information about air radars are almost given to every aircraft flying with no exception.

This includes parameters such as squawk and callsign. When deciding on the sorting

parameter, another thing that must be examined is the availability of the parameter,

that is, how many of the data samples have that parameter with high coverage and

accuracy. Flight numbers are rarely missing and correctly given. Between squawk and

callsign, squawk numbers has a large ratio of missing values and is more repetitive

than callsigns.

3.2.2 Trajectory extraction

To compose trajectories with selected sorting parameters another significant property

that must be used is time. Neither flight number nor callsign is unique to a flight

leg, therefore there are examples where a single flight number has up to 5 separate

legs. To separate the trajectories the time difference between the samples and the

respective sorting parameter are used for each class. While trying to separate the

flights, additional filtering is applied to end up with a very clean and proper dataset.

To clear up the trajectories, flights are questioned in terms of different conditions. The

idea is to eliminate the trajectories that have defected samples, rather than eliminating

the samples themselves. Because eliminating them would result in the same form of

missing data. Interpolating could be used to fill the missing samples, but due to the

size of the datasets it was not deemed mandatory. The conditions of filtering are as

follows:

The first and last sample of a trajectory must be below 5000 fts.

This is to ensure that the flight does not start or end in the middle of the flight and is

complete through the climb-cruise-descent phases.

The altitude difference between any sample of a trajectory must not exceed 20000

ft/min.
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20000 ft/min climbing rate is very high for an airliner or a non-military aircraft. Yet

due to the low resolution of the sampling altitude jumps occur very often, therefore

20000ft/min is chosen as a very tolerable threshold to not eliminate most of the data.

The latitude and longitude difference between any sample of a trajectory must not

exceed the value of 1.

The latitude and longitude difference of 1 over Turkey is very reasonable for flights.

This value is chosen by examining random trajectories, rather than calculating the

kilometer correspondence of the positional parameters. The combination of these

conditions allows us to extract single continuous trajectories out of mixed samples.

The Python script of this process is shared in appendix B.

3.2.3 Existing anomalies

The FlightRadar24 data for this study spans a period of approximately 120 days. It

is not likely that there is not a single anomaly among these days. On the other hand,

it also very likely that these anomalies are cleaned up during the filtering processes

if is not something like a holding pattern. Even if it is not the case, the anomalies

are, as the name implies, very rare. Therefore will not hold an influence over the

model. Nonetheless, it would be better if there was no anomaly at all in the dataset.

All the same, trying to clean out anomalies out of a dataset is troublesome and not

very straightforward. To fight this matter off, it is better to just use as more data as

possible, because for every anomaly added to the dataset multiples of regular events

will be added too and this will limit their influence over the model.

3.3 Scaling

Normalization is an essential tool in some mathematical concepts as well as in

machine learning applications. It is no surprise because the learning process is

actually an update in some coefficients inside non-linear functions according to the

back propagation that is coming from the gradient descent approach. Therefore,

machine learning is all about numbers and thereby, math. In univariate problems,

the requirement for normalization is non existent because the magnitude of the scalar

value of the feature is of no importance. The root cause of this normalization need
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comes from the fact that the learning model is no different than a mathematical

model therefore a scalar’s magnitude represents the dominance of that number. For

instance, when there is altitude and latitude as two features, the two sets of scalar

values go through the same set of weights and non-linear transformations therefore the

calibration becomes confused. It is not practical to try to describe altitude as feet

and latitude as a number in the magnitudes around 50 with the same coefficients.

Additionally, when the error gets computed (MSE is quite common) the difference

between altitude values and latitude values will not be same and one of them (in this

case, altitude) will dominate over the other in terms of the magnitude of error. To

prevent this, all features are normalized to a certain range, usually between 0, 1 or -1,

1, to make their effect on the error and weight computation as even as possible. Note

that the normalization in this context is used to define what is also known as ’scaling’.

There are other concepts such as Batch, Layer or Group normalization which are not

utilized in the scope of this study.

3.3.1 Choosing the right scaler

As far as the scalers go, there are 2 common options in machine learning applications,

standard and min max scaler. Standard scaler transforms your data to have 0 mean and

a standard deviation of 1. Min max scaler will scale your data by assigning values of

your choosing to the maximum and the minimum value of your data and it scales every

value inbetween according to that. The maximum and minimum values are generally

chosen to be 0, 1 or -1, 1. Main difference between this selection relies on the activation

functions used which will be discussed in section ??. Both of these scalers, do their

jobs feature-wise. Meaning, they scale the features independently. Min max scaler

is a lot more prone to the ill effects of outliers, because they directly assign to the

maximum and minimum values inside the data. So, if there is an outlier that is orders

of larger than the remaining distribution, the scaling will make the distribution lose its

discernibility. This study uses min max scaling for its simplicity and to fight off the

aforementioned outlier problem, an outlier filtering has been done. It is just a process

of removing abnormally large and small values.
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3.4 Dataset for evaluation and validation

Machine learning applications are data-driven. This means they learn to perform a task

better as it feeds on data. But there must be a metric to decide their performance both

during and after the training phase. With that purpose, validation and test sets are used.

Validation set is the set of data that is separated from the training set to validate the

training progress during the training session. In unsupervised learning methods, it is

common to use whole training dataset for validation on training. On the other hand,

test set is used for evaluation of the performance after the training session. The model

is tested on unseen data to get an idea of how the model will behave in a possible real

life deployment. There is a concept of contamination relevant to training and test splits.

Contamination refers to the event of any information leaking from test set to training

set. For example, scaling the whole dataset, then splitting the training and test sets is

a common problem of this contamination. In this case, the scaler uses an information

from the test set on training set, therefore it is possible that the model will perform

better than it actually would on the test set because of the information leak. This type

of thing would be very misleading and detrimental to the developing process.
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4. MODEL TRAINING

4.1 Machine Learning

Humans always thought about possible ways to make machines think mainly after

the invention of computing machines. This passion has led to many thoughts and

concepts, some of them proved useful in the progress and some of them did not. The

mathematical foundations of these ideas has long been invented but the workload in

terms of calculations was unbearable for the late 20th century machines. Due to the

lack of practical applications, artificial intelligence in general and machine learning

in particular were left in the dark for a period around the 2000s. But it was not for

good, after the the internet and computers became widespread, the amount of data

generated each day has tremendously increased. Combined with the ever-improving

performance of the consumer grade electronics, artificial intelligence and machine

learning applications have found their ways into our everyday lives. It is defined

that machines learn from data, if their performance on a task improves by feeding

on that data [7]. Deep Learning is a more specified subfield of Machine Learning. The

idea behind deep learning is that, there is a hierarchy of complexity as more complex

deductions are made out of simpler ones [8].

4.1.1 Deep learning

Deep Learning is very computationaly expensive. It usually requires a lot of

computations due to its layered (i.e. deep) structure. The popularity of deep learning

can be based on two factors: the ever-increasing computational capacity of hardware

and the amount of data produced each day all around the globe [9]. These two factors

have made deep learning applications very reachable and practical. So, nowadays it

is a good idea to utilize deep learning methods to perform a specific task if data is

available.
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4.1.1.1 Deep learning libraries

Deep Learning theory is vast and complex. Yet it is all based on numerical calculations.

It is possible to write every piece of code to create a deep learning model, but it not

practical time and effort wise. Instead, there are a range of deep learning libraries

that you can choose from. To introduce the open-source libraries used in this study,

it is sufficient to name only two of them; Keras and TensorFlow. TensorFlow is an

open source software library developed by Google to carry out intense computation

and mathematical tasks. It is widely used in machine learning applications. Keras

on the other hand is a library created to make machine learning experiments more user

friendly and quick. Its syntax is very close to English and it actually uses a computation

library of your choosing in the background to conduct the computing. The backend

chosen for computation in this study is TensorFlow. Thereby, TensorFlow is used for

computations but not directly used. It is utilized via the keras commands.

4.2 Unsupervised Learning

4.2.1 Autoencoders

Unsupervised learning is the concept of training models without any labeled data.

Without any label, the model will not try to correlate between data characteristics and

the corresponding labels. Rather, it tries to describe the available data. A powerful

model for this is the Autoencoder. Autoencoder in literal means that the model

will automatically encode the given information, that is without any external guide.

To understand how the autoencoders work, it is important to grasp the concept of

encoding. Encoding is the attempt to represent an information in a different form than

the original, often for the purpose of encryption or relieving transmission work. There

are two kinds of encoding; lossless and lossy. Lossless encoding means the original

information is kept intact and not altered in any way during the encoding. Lossy

encoding means some of the information is lost during the encoding process [9]. For

example, the Mors alphabet (or the Mors code) is a lossless encoding pattern. Because

it assigns dashes and dots to letters, thereby the encoded letters can be decoded without

any loss in the meaning. In the case of the autoencoders, the encoding process is lossy
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because the dimensionality of the information shrinks. The general structure of an

autoencoder is shown in the figure 4.1.

Figure 4.1 : General structure of an autoencoder

As it is shown in the figure, the information input is represented by 4 different

numbers, then this information propagates to the next layer. Here, these numbers are

multiplied by a coefficient (weight), added a bias and then go through a non-linear

activation function. When the training starts, these coefficients are drawn from a

distribution usually in the range of -1 and 1. Bias is set to 0 as the initial value.

Then the input information is passed through these computations. As the information

progresses inside the model, the amount of numbers used to represent the information

is decreased. For instance, in the figure 4.1 4 number information is shrank to 3

numbers and 1 number at the bottleneck. Then it is decoded back to 4 number

representation in a fully symmetric way. Thereby, the information is autoencoded

and decoded and the model works but question is whether if the model is successful

at encoding and decoding. The only way to evaluate this is to compare the original

and decoded information. This is achieved by a simple mean squared error function.

If this reconstruction error is high the model will update its weights accordingly to

reduce this error. The purpose of the bottleneck is to force the model to extract the

most meaningful components of the information. Because to be able to reconstruct

an information while losing information as small as possible, the autoencoder must

extract the most valuable representation into latent space. Note that the process is done

batch by batch but the autoencoder sees and trains on all the dataset multiple times to
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get the most efficient way of autoencoding that particular dataset. Hence, it actually

captures the distribution of the data and tailors itself to describe the samples from that

dataset. This shows the importance of the training data, because the architecture of the

model affects how the model learns but the important thing is what the model learns.

That is an additional, supportive reason for dividing the flight trajectories into classes.

An example implementation of an autoencoder is shared in appendix A.

4.2.2 Multilayer perceptrons

Multilayer perceptrons are a type of artificial neural network. These kind of networks

takes an input represented by an array of numbers and outputs a value or an array of

values. The naming comes from their ability to percieve complex relations among

the data. In this study, MLPs are used as the autoencoder substructure to be able to

examine flight parameters as an array of inputs. This way, whenever a sample from a

flying aircraft is recieved, it can go through the autoencoder and generate output. When

the trained autoencoder’s reconstruction error is computed for this particular sample,

it actually represents an interrogation of these two questions;

Are flight parameters in normal range?

Do the combinations of flight parameters overlap with the general distribution?

For instance, the general altitude distribution of the flight data for each class is in the

range of 0 to 40000ft. If a sample is recieved from a flight that is crusing around 45000

ft, this will result in a high reconstruction error, thereby will be labeled as anomalous.

Additional to this, the altitude sample from an aircraft may be within the norms as well

as ground speed samples. But their combination might be off from the distribution like

a jet aircraft flying around Mach 1 and about sea level altitude. This will also result

in a high reconstruction error. To round up, the main advantage of MLPs are that they

can immediately provide an output (therefore, a decision) when the data sample from

the flight becomes available.

4.2.3 Recurrent Neural Networks

Recurrent Neural Networks are models that uses the previous inputs in the computation

of the current outputs. As the name implies, the output is used again in the input. In

many applications, the output is not directly used, rather, the value of a few steps of
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calculations back from the output is used in the mid calculation process of the next

output. The ability to use previous output for the next input is quite useful when

working with time series. Although our data is in that form, it is a preference to choose

MLPs over RNNs. Because RNN require the input to be time series, that is, one sample

is not enough for the algorithm to be able to produce an output. To be more practical

and get quick results, MLPs are chosen over RNNs for our study.

4.3 Model Architecture

The architecture of a deep learning model is actually inherently related to the

representative capacity of the model. Representative capacity is required for a model

to capture the distribution of the training data [9]. There are certain tweaks that can

be made to increase and decrease this capacity but this is only one aspect of a deep

learning model. The ability to generalize and being robust is desired from a model.

Finding the right components and tuning the hyperparameters is an iterative process

that takes a lot of trial and error. It is the usual practice to set a starting point from the

literature and keep experimenting intuitively.

4.3.1 Building a deep learning model

The MLP Autoencoder will be composed of Dense layers and feed forward network.

Feed forward means the input goes only in one direction towards the output. The

outputs of the latter layers are not used in former layers whatsoever. When building a

model, there are certain things that needs to be decided. The first one being, for deep

models, is the layer count. The usual practice is to start with 2-3 hidden layers and then

tune accordingly. The number of hidden units, initializers and activation functions are

small yet important variables that needs to be tweaked.

4.3.1.1 Hidden units

The hidden units of a layer is actually represented by a number. The nodes that can be

seen in the figure 4.1 are hidden units that hold scalar values. The number of the hidden

units is closely related to representation capacity and to the amount of information loss

in the encoding process. Several hidden unit numbers have been chosen in this study

ranging from 2 to 4096 for different layers. The final configuration has 256 hidden
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Figure 4.2 : A conceptual linear function

units in the input layer and 4 hidden units in the bottleneck layer. The input array

is composed of 12 features, therefore 12 different numbers. These numbers are than

represented by an array of 256 numbers, then by 128 and so on until the array of 4

in the bottleneck. At point, our 12 number information is being represented by only

4 numbers in the latent space. Then, decoding takes places with symmetrical hidden

units.

4.3.1.2 Activation Functions

The purpose of the activation function is to break linearity. An input being multiplied

by a coefficient and being added a bias forms a line as in the figure 4.2. The output is

linearly related to the input in this case. This would mean too much dependency on the

input would leave the weights inside the model in shadow.

As far as the activation functions go, there is one function that is widely used and is

very optimal for most applications. Rectified Linear Unit is described as follows:

ReLU = max(x,0)

It returns the input for positive numbers and returns 0 for negative numbers. Due to its

simplicity and effectiveness, it is used as the activation function in this study.
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4.3.1.3 Weights, optimizers, loss functions and metrics

Weight initialization is important for faster convergence and not getting trapped at

local minimas although built-in optimizers have their own way of dealing with local

minimas. Random uniform is used as the weight initializer as a simple and effective

start. It draws random samples from a uniform distribution between -1 and 1. Again,

there is a wide range of optimizers that we can choose from. Adam optimizer is

widely used in applications and is proved to converge in any local minimum with

positive Hessian [10]. There is another optimizer called Nadam which adds Nesterov

momentum to the Adam algorithm. In the trial and error process Nadam usually

performed slightly better so it is the final choice. In the matter of loss functions and

metrics, as it is explained in the previous chapters, the mean squared error is all we

need because it provides us the correct measurements in the context of autoencoders.

4.3.2 Training a deep learning model

Training deep learning models is not burdensome, but it requires organization because

there are a lot of hyperparameters and different combinations that you will be

experimenting with. So, it is important to track different setups and make deductions

out of them to take an optimal step towards the solution of the problem at hand. Deep

learning models are trained by creating an objective problem and applying gradient

descent algorithms to solve that objective problem.

4.3.2.1 Gradient descent

Gradient descent is a problem solving technique that utilizes the gradient at a certain

point. The idea is to follow the negative gradient to reach to a probably local minimum

but preferably to a global minimum. Thanks to open source implementations of

optimizers, gradient descent is run fully by libraries. The importance of the gradient

descent comes from understanding things like interactions between batch size and

convergence.

4.3.2.2 Epoch and batch size

An Epoch is the full cycle where the model is trained on the whole dataset. Batch

size is the size of the input that is fed to the model at a given time. Epoch number
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is straightforward, the more is better. Because the more you train on a dataset, the

more it is likely that the model will fit perfectly to that data. But it takes time to train

models so it is a question of availability. Batch size interacts with gradient descent in

this way; when the batch size is small, the input becomes not fully representative of

the whole dataset, therefore the gradient computed from that batch will not respresent

the overall gradient. This may seem of inefficient at first, but it allows for something

very useful. That is, it creates noise in the gradient descent by sometimes pointing

into the wrong direction. This elongates the time it takes for model to converge but

can possibly rescue the training from a local minima. As a general rule batch sizes

of 2 to 64 are advised although the number is pretty problem specific as it is the case

with almost every other machine learning parameter. Batch size of 256 is used in large

datasets and 64 is used for smaller dataset in this study.

4.3.2.3 Evaluation

The evaluation of the training performance can be done by looking at the training loss.

The training loss is the value of the objective function at that specific internal weight

values and generally the lower it gets the better. By plotting the training loss while

training, one can have an idea beforehand on how the gradient descent is doing. There

couple examples below to reflect what kind of starts the optimizer can make with the

gradient descent. Note that the convergence of the training is not directly related to

the gradient descent plot, but it gives a pretty good estimation because each round in

training the initial values of the weights are redrawn, so there is randomness included.

Figure 4.3 : Training loss plot of a training session
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Figure 4.4 : Training loss plot of a training session

Figure 4.5 : Training loss plot of a training session

As it can be seen from the above figures, gradient descent is quite fragile and all

hyperparameters that affect the optimization of the objective function should be fine

tuned.
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5. RESULTS AND CONCLUSION

5.1 Training Experiments and Results

The results of model training are shown below. Different architectures are

experimented to see the effect of different parameters, the performance of the models

are measured on a test set. Number of features corresponds to the size of the input

layer. ’Training Loss’ is the value of mean absolute error. Min-max scaler is used

as the normalization tool. ’Neurons’ row shows the number of hidden units starting

from the first hidden layer to the encoded layer. The decoder part of the autoencoder

is symmetric to the encoder part. For instance, the full architecture of an autoencoder

with neuron values of 16-8-6 is actually;

No. of Features→ 16→ 8→ 6→ 8→ 16→ No. of Features

The test set consists of 188 flight trajectories. The trajectories are taken from 47

different days with 4 different categories for each day. The test set does not include

any grounded sample. Trajectory(sample) length varies from 20 to 4500 in the test set.

A sample from the test set goes into each 4 autoencoder and 4 different reconstruction

errors are produced. The lowest RE producing autoencoder’s class is assigned to the

sample and a prediction is made. It is reasonable to assume that whichever architecture

is more potent in classifying flight patterns will be better for detecting anomalies. To

detect anomalies, an RE threshold must be chosen. The RE threshold is somewhat

dynamic and can change from application to application. Therefore this study does not

propose a clear cut decision on the threshold, as a tolerable initial attempt, a threshold

of two times the value of training loss can be chosen. Therefore if a sample’s RE is

over the specified threshold it will be labeled as an anomaly.
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5.1.1 Architecture No.1

Table 5.1 : Training Hyperparameters of Architecture 1

Commercial Civilian Rotary Wing Military

Data Size 9940K 1232K 44K 50K

No. of Features 12 12 12 12

Neurons 256-128-64-16-7 256-128-64-16-7 256-128-64-16-7 256-128-64-16-7

Total Parameters 91,796 91,796 91,796 91,796

Optimizer Nadam Nadam Nadam Nadam

Batch Size 256 256 64 64

Epochs 502 126 197 282

Training Loss .00239 .00409 .00808 .00779

5.1.1.1 Prediction Results

Table 5.2 : Confusion Matrix for RE Based Prediction

Accuracy Prediction

0.32 Commercial Civil Rotary Military

Commercial 16 12 2 0

Civil 5 12 0 3

Rotary 8 13 1 3

Military 7 11 0 1
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5.1.2 Architecture No.2

Table 5.3 : Training Hyperparameters of Architecture 2

Neurons 256-128-64-16-4 256-128-64-16-4 256-128-64-16-4 256-128-64-16-4

Commercial Civilian Rotary Wing Military

Data Size 9940K 1232K 44K 50K

No. of Features 12 12 12 12

Neurons 256-128-64-16-4 256-128-64-16-4 256-128-64-16-4 256-128-64-16-4

Total Parameters 91,697 91,697 91,697 91,697

Optimizer Nadam Nadam Nadam Nadam

Batch Size 256 256 64 64

Epochs 568 293 1000 1000

Training Loss .02744 .03652 .02779 .04366

5.1.2.1 Prediction Results

Table 5.4 : Confusion Matrix for RE Based Prediction

Accuracy Prediction

0.66 Commercial Civil Rotary Military

Commercial 35 8 1 3

Civil 18 21 6 2

Rotary 3 6 37 1

Military 10 4 1 32

Table 5.5 : Binary Classification Report

Precision Recall F1-Score

Civil/Commercial 0.78 0.87 0.82

Military/Rotary 0.86 0.76 0.80

Accuracy 0.81
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5.1.3 Architecture No.3

Table 5.6 : Training Hyperparameters of Architecture 3

Commercial Civilian Rotary Wing Military

Data Size 9940K 1232K 44K 50K

No. of Features 12 12 12 12

Neurons 512-256-64-16-4 512-256-64-16-4 512-256-64-16-4 512-256-64-16-4

Total Parameters 312,113 312,113 312,113 312,113

Optimizer Nadam Nadam Nadam Nadam

Batch Size 2048 1024 128 128

Epochs 575 418 1841 10000

Training Loss .01088 .01644 .01363 .01551

5.1.3.1 Prediction Results

Table 5.7 : Confusion Matrix for RE Based Prediction

Accuracy Prediction

0.56 Commercial Civil Rotary Military

Commercial 24 17 1 5

Civil 13 26 5 3

Rotary 2 14 29 2

Military 7 13 1 26

Table 5.8 : Binary Classification Report for Architecture 3

Precision Recall F1-Score

Civil/Commercial 0.69 0.85 0.76

Military/Rotary 0.81 0.62 0.70

Accuracy 0.73
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5.1.4 Architecture No.4

Table 5.9 : Training Hyperparameters of Architecture 4

Commercial Civilian Rotary Wing Military

Data Size 18M 6M 400K 311K

No. of Features 12 12 12 12

Neurons 256-128-64-16-3 256-128-64-16-3 256-128-64-16-3 256-128-64-16-3

Total Parameters 91,664 91,664 91,664 91,664

Optimizer adam adam adam adam

Batch Size 256 256 16 16

Epochs 157 90 82 300

Training Loss .00711 .01031 .00879 .00592

5.1.4.1 Prediction Results

Table 5.10 : Confusion Matrix for RE Based Prediction

Accuracy Prediction

0.56 Commercial Civil Rotary Military

Commercial 24 17 1 5

Civil 13 26 5 3

Rotary 2 14 29 2

Military 7 13 1 26

Table 5.11 : Binary Classification Report

Precision Recall F1-Score

Civil/Commercial 0.69 0.85 0.76

Military/Rotary 0.81 0.62 0.70

Accuracy 0.73

5.2 Anomaly Detection Result

To demonstrate a case of anomaly detection, a synthetic data of an F16 flight is used

for Esenboga Airport final approach. The minimum RE was produced by civil class
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autoencoder but the RE for F16 was too high (more than 10 times) so it is labeled as

an anomaly. The results are shown in table 5.12 below.

Table 5.12 : The REs produced by Civil class Autoencoder for Civil Test Set and F16
Flight

Civil Test Set F16

Sample Count 2003 62

Mean 0.001700 3.532657

Std. 0.002645 27.424292

Min 0.000053 0.001892

25% 0.000659 0.015326

50% 0.001126 0.022166

90% 0.003086 0.146081

95% 0.004386 0.157175

98% 0.006914 0.163197

Max 0.050876 215.988480

The percentages describe the fraction of data that is below the respective value. For

example, For Civil test set, 90 percent of the values are below 0.003086 while 75

percent of the F16 samples are above 0.015326.

5.3 Conclusion

As the results of this study imply, the autoencoders are exceptional tools when it

comes to unsupervised learning. The real life problems often require the unknown

to be detected, and a model cannot be trained on things that are not yet known. So,

training on anomaly free, regular data is a clever solution to overcome that obstacle. By

capturing the distributions of the regular patterns, it is possible to detect irregular ones

by statistical methods. 2nd architecture is proved to have the highest performance for

this particular problem and has a 4-class classification accuracy of 66% and a binary

classification accuracy of 81%. This study can be further improved by introducing

RNN/LSTM architectures, or some other tools used mainly in computer vision. GANs

are also quite popular as of late and is considered state of the art anomaly detection

tool. To round up, it is possible to discriminate flights based on some flight parameters

and patterns and detect anomalies in the next step by using machine learning models.
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APPENDICES

APPENDIX A.1 : Example Python script of a dense layered Autoencoder
APPENDIX B.1 : Python script for extracting flight trajectories
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APPENDIX A.1

Figure A.1 : A sample Python code for the implementation of a dense layered
autoencoder
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APPENDIX B.1

Figure B.1 : Python script for extracting single continuous flight trajectories
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